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Abstract

Despite these negative consequences, HTTPS misconfigurations occur frequently in the wild [2, 3]. For example,
millions of websites serve incomplete certificate chains or
deploy outdated and insecure versions of the TLS protocol
(Section 5.1). Members of the HTTPS ecosystem react in
different ways that may encourage site owners to fix misconfigurations:
1. Browser warnings. Web browsers can protect users
from security misconfigurations by removing support
for insecure configurations and using warnings to block
users from accessing misconfigured sites. Site owners
may quickly learn when their site is causing a browser
warning and fix the misconfiguration.
2. Broad outreach. Web browsers, researchers, and certificate authorities can conduct broad public outreach
about misconfigurations using blog posts, newsletters,
or other communications.
3. Security notifications. Researchers can directly send
messages to the administrators of misconfigured websites, using contact points found in public databases or
opt-in notification channels.
Browser warnings and outreach are commonly used in
practice [30], but these approaches have drawbacks. Warnings can inconvenience users and cause confusion or warning fatigue, making future warnings less effective. Outreach
alone may not reach all affected site owners.
Security notifications are an attractive alternative because
they could in theory directly target owners of misconfigured
sites without affecting end users. However, it is an open
question whether notifications are effective at increasing the
remediation of HTTPS misconfigurations. While notifications have been used with some success for vulnerable and
hijacked systems [6, 7, 12, 23–25, 34–36], the only example of using direct notifications for an HTTPS security issue was conducted by Durumeric et al. [12], who notified
servers vulnerable to the Heartbleed bug, observing significant increases in patching when notified. It remains unstudied whether this approach is similarly effective for less severe
and infamous types of HTTPS misconfigurations.

HTTPS is vital to protecting the security and privacy of users
on the Internet. As the cryptographic algorithms and standards underlying HTTPS evolve to meet emerging threats,
website owners are responsible for updating and maintaining
their HTTPS configurations. In practice, millions of hosts
have misconfigured and insecure configurations. In addition
to presenting security and privacy risks, misconfigurations
can harm user experience on the web, when browsers show
warnings for deprecated and outdated protocols.
We investigate whether sending direct notifications to the
owners of misconfigured sites can motivate them to fix or
improve HTTPS misconfigurations, such as outdated ciphersuites or certificates that will expire soon. We conducted a
multivariate randomized controlled experiment testing multiple variations of message content through two different notification channels. We find that security notifications alone
have a moderate impact on remediation outcomes, similar to
or less than notifications for other types of security vulnerabilities. We discuss how notifications can be used in conjunction with other incentives and outreach campaigns, and
identify future directions for improving the security of the
HTTPS ecosystem.

1

Emily Stark
Google
estark@chromium.org

Introduction

HTTPS is fundamental to the security of the web, ensuring
the confidentiality and integrity of traffic between clients and
web servers. Its adoption has risen steadily over the past several years, with more than half of top websites supporting the
protocol by 2017 [14]. However, HTTPS adoption alone is
not enough to provide users with strong security and privacy
guarantees. Site owners must continuously maintain their
HTTPS deployments, by updating configurations and obtaining new certificates as cryptographic and protocol standards
evolve to address new security concerns. Outdated and insecure sites may be penalized by browsers and search engines,
leading to poor user experiences and warning fatigue [2].
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