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Abstract

Cyber security executives are inherently interested in developing, implementing,
and reviewing cost-effective systems to safeguard their organisations from severe im-
pacts of security breaches. Deciding which security projects to invest in can be a
complex issue for such executives. One method that can help inform such decision
making involves giving consideration to how the stock market reacts to security invest-
ments. One type of information security investment — complying with cyber secu-
rity standards — is particularly interesting to consider, as these investments may not
only have the potential to reduce financial penalties and losses associated with data
breaches, but may also help to enhance reputation, win new business, and improve
business processes. In this paper, we report upon a study that analysed the firm value
impact of successful completion of such security investments by exploring two cases of
cyber security certificates: the UK’s Cyber Essentials scheme and the global ISO/IEC
27001 standard. 145 Cyber Essentials events between 2014 and 2018 and 76 ISO/IEC
27001 certifications between 2001 and 2018 were analysed. We find that the award of
a Cyber Essentials (Plus) certificate is systematically associated with significant and
positive market reactions. Surprisingly, our international sample reveals that becoming
ISO/TEC 27001-compliant elicits significant negative abnormal stock returns. Potential
explanations and implications of our findings are discussed.

1 Introduction

Security vulnerabilities and malicious actors pose a material threat to organisations in the
21st Century. In particular, for-profit organisations are rightfully concerned about data
breaches. Due to a plethora of reasons, security breach impact, breach likelihood, and
organisational resilience are difficult to quantify [1,2]. Additionally, many surveys appear
to follow agendas set by the organisations conducting these studies, resulting in exaggerated
depictions of cybercrime realities [3]. Nevertheless, it is generally agreed that large-scale
data breaches can prove costly to organisations.

Losses incurred by breached firms stem from lost revenues due to business disruptions,
negative impacts on reputation, resources spent on investigation and recovery [4], as well
as increased customer acquisition and retention costs, as customers who became victims of



fraudulent events are more likely to terminate the relationship and conduct business with
competitors [5,/6]. There is a substantial body of literature on stock market reactions fol-
lowing security breaches. Using event study methodology, multiple studies demonstrated
that security incidents are associated with statistically significant negative market reac-
tions [7H18].

In order to manage and mitigate cyber security risks and prevent costly incidents from
happening, firms may consider multiple alternatives geared towards enhancing their capabil-
ities with regards to identifying, protecting their organisations from, detecting, responding
to, and recovering from attacks [19]. For instance, organisations may opt to insure against
risks, outsource cyber security, or invest in systems, processes, and staff [20]. Decision mak-
ers face difficulties in determining which investment projects should be pursued, how much
should be invested into each one, and how the investment can be justified.

Maximising shareholder value is in the best personal and professional interest of a rational
executive; it is also a major aspect of their fiduciary duty [21,22]. Information security
executives are thus incentivised to invest allocated budget in the most efficient way to enhance
their firms’ cash flows by reducing risk-adjusted losses or by generating returns greater than
the investments [23]. Specifically, CSOs, CISOs, and similar executives aspire to invest in
cost-effective measures to reduce the potentially costly impact of security breaches, improve
operational and administrative processes, increase revenue due to enhanced trust, and convey
a positive signalling effect to market participants.

What complicates matters is that the immediate return on information security invest-
ment is difficult to measure due to limited data availability and substantial dependence on
qualitative judgements (see [24]). Therefore, only a small minority of firms evaluate their
cyber security spending by means of calculating any post-investment metrics such as return
on investment [25}26].

One common type of cyber security investment executives may contemplate pursuing
is security standards certification. Such certifications are an interesting type of investment
to study for multiple reasons. First, they serve as a platform for (potentially substantial)
secondary security investments. In order to become and remain compliant with security stan-
dards, prior investments in systems, people, and processes are required. Second, due to the
fact that such standards cover multiple control areas, they have a greater potential to reduce
security breach probabilities and costs than individual, disjoint discrete investments. Third,
being awarded with a security standard certification implicitly carries a greater public-facing
meaning. That is to say, a security certificate is an investment ‘badge’ that can be publicly
displayed. Other, potentially more tangible (or more effective) security investments do not
feature such an explicit signalling value, and hence do not offer the opportunity to enhance
a firm’s reputation. Moreover, given the inherent public-facing nature of security standards
investments, they are particularly suitable to be studied using event study methodology.

In this paper, we consider two security standards: Cyber Essentials (Plus) and ISO/IEC
27001. These standards were chosen as they both provide firms with the potential advan-
tages listed above. Specifically, both standards may: serve as guidelines for further invest-
ments; reduce security breach probabilities and costs; and convey a positive signalling value.
However, despite their similarities, they differ significantly in terms of their governmental
requirement, geographical reach, and comprehensiveness. Compliance with the Cyber Essen-
tials programme is mandatory to become a supplier to many UK Government departments,



the programme is only intended for British companies, and it only demands that organisa-
tions meet a basic level of cyber security. An ISO/IEC 27001 certification is not required
to bid for governmental contracts, the standard is globally applied, and it is more extensive
in terms of its controls. Thus, the two standards create a favourable scenario for a study
aspiring to establish generalisable results.

The aim is to investigate whether becoming certified according to Cyber Essentials (Plus)
or ISO/IEC 27001 leads to material market reactions. We focus on successful awards of
certification, as opposed to mere announcements of plans to become compliant. We consider
certifications of entire organisations and subsidiaries to be events.

The remainder of this paper is structured as follows. First, in Section [2| we provide a
summary of related literature and formulate our main hypothesis. Then, we describe the
study’s samples (Section [3) and the methodology applied (Section . Section 5| presents
the empirical results obtained from our analysis, and Section [ provides a discussion of the
results. The paper concludes with a summary, final remarks, and a consideration of potential
areas of further research.

2 Motivation

The aim of this paper is to investigate whether becoming certified according to Cyber Es-
sentials (Plus) or ISO/IEC 27001 leads to significant market reactions.

2.1 Related Work

The work of Anderson and Moore |27,28] introduced economic considerations to information
security research and practice. One aspect of relevance is information security investments.
Information security executives’ tasks include the planning, execution, and revision of secu-
rity investments. To allocate resources economically, they require models, frameworks, and
data to guide their decision-making process. Decision variables include, for example, the
type, frequency, and intensity of cyber security investments [29,30].

Both conceptual and empirical research aiming to advance scholarly understanding of
organisational behaviour in this regard has been conducted [24.29]. Taking into account the
vulnerability of information confidentiality, integrity and availability, as well as the potential
loss from such vulnerability, Gordon and Loeb [31] proposed an economic model to determine
the optimal amount a firm should invest in information security. Contrary to intuition, they
demonstrate that information security investments are only economical for medium levels of
information vulnerability and only up to a limited fraction of the expected loss incurred by
a security breach. Relatedly, Cavusoglu and colleagues 32| provide a comprehensive model
for evaluating IT security investments. The authors also show that, with increasing quality
of security systems, the cost of security decreases.

However, despite the value of such models, they do not effectively resolve the dilemma
of reliably quantifying threat likelihood and impact. Moreover, while such models consider
cyber risk mitigation, they tend to neglect potential secondary benefits obtained from in-
vesting in information security. Some empirical studies have attended to this latter issue



by evaluating value creation in terms of stock price reactions associated with organisational
investment in information security.

Academic investigations of event-induced stock market reactions necessitate the validity
of the efficient market hypothesis (EMH) in its semi-strong form [33}34]. The semi-strong
EMH postulates that stock prices reflect all publicly available information on the underlying
firm and that they quickly adjust to the publication of additional news items. In the context
of this paper, stock markets are considered to be semi-strongly efficient with respect to
awards of security certificates (and entries in databases such as the ones used for this study)
constituting or acting as news items.

Event studies analyse the extent to which actual stock market returns in firms differ from
expected returns following a corporate event [35-39]. Here, the investment in information
security is considered an event, and event study methodology is used to determine and assess
abnormal returns. Event study methodology can be considered “the method of choice for
analyzing market reactions to news” [40], and has frequently been used in the context of
information economics (e.g. [40-42]).

The area of research investigating abnormal returns associated with information secu-
rity investments builds on the strong body of literature on positive market reactions in
terms of abnormal returns induced by general I'T investments [43-48]. Based on this strand
of literature, some researchers have analysed the short-term impact of IT security invest-
ments on the market value of the firm specifically. Generally, research on the corporate
value implications of information security investments is scarce [16,/49]. These studies pre-
dominantly indicate a positive association between information security investments and
stock prices. Applying event study methodology to a sample of 101 information security
investment announcements of US firms between 1997 and 2006, Chai et al. [23] found sig-
nificant positive abnormal returns of up to 1.89% [-2, 2]. Using generic search terms, such
as ‘information security’ and ‘information assurance’, the authors covered a broad range of
(unspecific) security investment types. Chai et al. [23] also demonstrated that information
security investments with commercial exploitation and investments which took place after
the introduction of the Sarbanes—Oxley Act are associated with higher abnormal returns.
Their findings were corroborated in a later study which also demonstrated significant posi-
tive abnormal returns following security investments which can be commercially exploited,
but significant negative abnormal returns upon investments which are exclusively intended
for security improvements [50].

Bose and Leung [51] concentrated on a specific form of information security investment
— identity theft countermeasures. Analysing events associated with “keywords such as
anti-identity theft, 2FA, digital certificate, dynamic password generator, digital signature,
and one-time password”, they revealed statistically significant short-term mean cumulative
abnormal stock returns of 0.63% following the announcement of such investments. The
authors also showed that early adopters, and firms which invest in more sophisticated identity
theft countermeasures, are associated with stronger positive short-term market returns.

Recently, Deane et al. [49] analysed the effect of 111 public announcements of successful
ISO/IEC 27001 completions in the U.S. between 2005 and 2015. Analysing primarily new
certifications (as opposed to re-certifications), the authors found that the announcement
of successful ISO/IEC 27001 certifications in news media outlets such as Bloomberg and
Reuters is associated with statistically significant positive abnormal returns. For instance,
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in the event window including one day prior to the certification announcement and the event
day/announcement day itself, the mean cumulative abnormal stock return was 0.72%.

However, there is also some contradictory evidence in the literature. Analysing 35 invest-
ments into cloud computing security following a cloud security breach from 2006 to 2010, one
study finds a significant negative short-term impact on market value [52]. The authors also
establish a negative spill-over effect following countermeasure investments, i.e. competitors’
stock market value also decreases as a result of a focal firm’s post-breach investment [52].

Jeong et al. [53] investigated 98 information security investment announcements between
2010 and 2017. They found no evidence of significant positive changes in market value
following IT security investments. Additionally, the authors found their hypothesis that
security investments create positive abnormal returns in competitors to be only partially
supported [53]. Another study focusing on security investments of e-banking firms also pro-
vided weak evidence in support of the notion that security investments are not associated
with statistically significant market value implications [54]. Finally, assessing 63 investment
announcements under multiple timing scenarios, Szubartowicz and Schryen [55] reveal neg-
ative abnormal returns following the news of intended and accomplished investments into
cyber security if these investments are not preceded by previous security incidents.

2.2 Hypothesis Development

Empirical research has demonstrated that voluntary and proactive security investments lead
to fewer security failures [56]. Investments in cyber security standards can be considered a
proactive type of investment given that they can constitute a platform for further systems,
processes, and staff training in which firms may invest. A proactive approach towards ac-
knowledging threats and taking steps to mitigate them also enables firms to generate higher
revenues and focus more on core business activities [57]. Additionally, Liu et al. [58] showed
that continuous investment in effective security countermeasures significantly reduces the
probability of severe security incidents. Given the need to become re-certified annually (Cy-
ber Essentials) or every three years (ISO/IEC 27001), certification facilitates continuous
information security improvements and can thus be expected to reduce breach probabilities
significantly. Given the potentially reduced breach probabilities and costs, investments in
security can also lower cyber insurance premiums [59]. All aforementioned aspects might
lead market participants to expect greater positive future cash flows.

However, despite the aforementioned positive aspects, there are potential caveats worth
considering. First, Cyber Essentials controls do not cover all potential threats and attack
vectors, which is why additional security investments might need to be made [60]. Moreover,
in [60], it is empirically demonstrated that firms ought to exercise caution when implementing
Cyber Essentials controls, as potential economic benefits might be eradicated quickly given
the amount of time (and thus money) per machine invested. Relatedly, Bose and Leung [51]
noted that effective security countermeasures are often associated with substantial costs,
which may even prohibit firms from pursuing security investments.

In addition to high initial costs, firms are also likely to incur material follow-up costs.
For instance, Moore et al. [25] noted that the ISO/IEC 27001 standard is frequently used
by firms as a framework to guide future cyber security investments. Given the necessity to
become re-certified after pre-defined periods of time and that security standards function



as a platform for further investments, market participants may rightfully expect substantial
consequential costs stemming from further investments.

Prior research has demonstrated that firms which have suffered from a security breach are
significantly more likely to invest in cyber security in the following year, and that security
investments are positively associated with the probability of being attacked in the future [61].
Following an investment in certification, market participants might thus be inclined to as-
sume that the investing firm did not publicise a previous breach. Moreover, although there
is not necessarily a causal relation between security investments and attack frequency, ma-
licious actors might become aware of the firm as a potential target, and investors might be
reminded by a security investment that the focal firm is susceptible to security breaches.

From a shareholder’s perspective, one might argue that a security breach is only relevant
(and thus necessitating investments in countermeasures) if it leads to a significant negative
share price impact. Despite the plethora of studies demonstrating that security incidents
are associated with short-term negative abnormal returns (e.g. [16]), there is some evidence
suggesting that such negative stock price shocks are only of short nature and do not impact
firms in the long run [62,63]. Assuming that the share price impact of a security breach might
be negligible, an investment in countermeasures might be perceived to be a waste of scarce
economic resources. The considerations mentioned above might lead market participants to
expect greater negative future cash flows.

In summary, investments in information security standards have the potential to reduce
financial penalties and losses associated with data breaches, enhance reputation, win new
business, and improve business processes. However, the initial investment is costly, neces-
sitates follow-on expenses, and might conceivably be perceived as being associated with
greater attack frequencies. In any case, we expect investors, analysts, and other market par-
ticipants to alter their future cash flow expectations following investments in holistic security
standards. Taking into account that existing research is inconclusive as to whether security
investments are associated with significant (positive) abnormal returns, and that evidence
suggests positive as well as negative future cash flows following initial investments in secu-
rity standard certifications, ex ante, we do not assume directionality. Instead, in this study
we aim to investigate whether becoming certified according to Cyber Essentials (Plus) or
ISO/IEC 27001 leads to significant market reactions. To this end we hypothesise as follows:

The official certification of a firm with cyber security standards is associated with
significant abnormal returns.

3 Data Sources and Sample Characteristics

In order to analyse the predicted effect of security certificate investments on firms’ stock
prices, data regarding the selected types of standards needs to be collected. Generally,
obtaining access to official databases on Cyber Essentials (Plus) and ISO/IEC 27001 cer-
tificates is difficult as certification bodies are generally (and understandably) reluctant to
provide such data for competitive reasons.

Tables presents descriptive statistics for the two samples used in the main analysisﬂ.

Note: The ISO/IEC 27001 sample description is based on the event window [-3, 0]. Different sample



Table 1: Cyber Essentials (Plus) Sample

Year of certification No. of certificates

2014 3
2015 14
2016 25
2017 56
2018 47
Total 145

Table 2: ISO/IEC 27001 Sample

Year of certification No. of certificates

2011 1
2015 4
2016 15
2017 19
2018 37
Total 76

Table |4/ shows descriptive statistics of the combined sample used in the subsequent regression
analysis.

3.1 Cyber Essentials (Plus)

The UK Department for Business, Innovation and Skills launched the Cyber Essentials
programme in 2014, intending to create a common minimum level of capabilities required by
companies bidding for UK Government contracts involving the processing of sensitive and
personal information. In its current form, the Cyber Essentials programme is operated by
the National Cyber Security Centre (NCSC), which requires IT infrastructure compliance
across five technical control categories: firewalls, secure configuration, user access control,
malware protection, and patch management [64]. To achieve the Cyber Essentials Plus
certification, compliance with the five technical controls is verified by one of five certification
bodies appointed by the NCSC [65]. In order to retain certificate validity, the certification
process needs to be undertaken annually [66].

First, a list containing all FTSE 350 Index constituents as of July 2018 was downloaded
from SEP Capital IQPl The analysis was restricted to organizations which have their pri-
mary listing on the London Stock Exchange as the Cyber Essentials programme is primarily
aimed at British organisations. The 350 largest firms by market capitalisation were chosen
as these index constituents are subject to coherent financial disclosure requirements, more
closely followed by the public and financial analysts, and traded at greater liquidity — which
facilitates more efficient incorporation of new pieces of information.

sizes across event windows are due to missing financial data points.
Zhttps://www.capitaliq.com/
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Table 3: ISO/IEC 27001 Sample

Country No. of certificates Country No. of certificates
Australia 17 New Zealand 3
Austria 1 Nigeria 1
China 2 Oman 1
Denmark 1 Poland 1
France 1 Qatar 1
Germany 1 Singapore 1
Hong Kong 1 South Africa 2
India 9 Switzerland 2
Ireland 1 UAE 1
Japan 14 UK 2
Lebanon 1 US 9
Netherlands 1 Vietnam 2
Total 76

Second, a database containing (re-)certifications of FTSE 350 firms needed to be estab-
lished. To this end, an unofficial database of firms granted a Cyber Essentials certificate
had to be constructed. NCSC’s Cyber Essentials website provides a list of accreditation
bodie’] Two auditors issuing Cyber Essentials certificates, CREST and the associated firm
IT Governance, provide lists of firms they certiﬁedm These lists were downloaded as of July
2018. All FTSE 350 Index constituents were looked up in these lists of certified organisations
provided by the two auditors to find associated certification events. Additionally, for every
firm, a manual GCHQ certificate searchf| was conducted. Combining these two sources of
data led to some conflicting data entries, particularly with regards to certificate issuance
dates — in which cases priority was given to the GCHQ certificate search record. Neither
database allowed us to differentiate between initial certifications and re-certifications. We
consider both Cyber Essentials and Cyber Essentials Plus certificates in our analysis as the
award of both requires cooperation with an official certification body.

For all certification events, the date of the respective certification, the certification type
(Cyber Essentials or Cyber Essentials Plus), the name of the certified entity, its organi-
sational hierarchical status (parent/holding company or subsidiary) and the source of the
record (CREST/IT Governance, GCHQ, or both) were noted, which resulted in the final
certification events database used. Event dates (i.e. days on which firms were certified ac-
cording to the sources used) which fell on a non-trading day were adjusted to reflect the
nearest trading day. We acknowledge that it is debatable whether this dataset represents
a complete list of all certifications. Specifically, not all firms feature repetitive entries in
our database, which suggests that not all firms seek re-certifications. However, the database
constitutes a sufficiently large sample to test the hypothesised empirical relationship.

Shttps://www.cyberessentials.ncsc.gov.uk/getting-certified/
‘http://www.cyberessentials.org/list/
5https://www.itgovernance.co.uk/cyber—essentials—certified—organisations
Shttps://www.cyberessentials.ncsc.gov.uk/cert-search/
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This sample contains 145 certification events, of which 90 are Cyber Essentials and 55
are Cyber Essentials Plus (re-)certifications, respectively. Of these 145 events, 64 stem
from the CREST/IT Governance list, 61 were found via the GCHQ certificate search, and
20 records were present in both types of sources. Within the sample, 66 events relate to
parent /holding companies and the remaining ones to subsidiaries. The sample represents
events in 62 firms across 38 different industries. The most frequent industries represented are
Human Resource and Employment Services (29 events), Aerospace and Defence (20 events),
and Asset Management and Custody Banks (11 events). Table [1| shows that there has been
a constant year-over-year growth in certifications.

3.2 ISO/IEC 27001

ISO/IEC 27001, part of the ISO/IEC 27000 Information Security Management Systems fam-
ily, provides internationally accepted requirements for Information Security Management
Systems [67]. The standard features 114 controls across 14 clauses and objectives. The
controls include, inter alia, requirements pertaining to access control, communications secu-
rity, supplier relationship, incident management, and business continuity management. In
order to demonstrate compliance with the standards, a company may announce it meets the
requirements following an internal self-assessment. However, in order to fully benefit from
potential advantages provided by the management system standard, companies may choose
to become certified by an ISO-accredited certification body. To maintain an ISO/IEC 27001
certification, minor annual surveillance audits, as well as major recertification audits three
years after the initial award, are required. The global number of organisations certified ac-
cording to ISE/IEC 27001 standards in 2017 was 39,501 [68]. The ISO/IEC 27001 certificate
has by now become a worldwide, widely accepted, standard for security certifications [69].

To create a sample of ISO/TEC 27001 certifications, a copy of the publicly available Certi-
fied Organisations Directory of the Joint Accreditation System of Australia and New Zealand
(JAS-ANZ)| was downloaded in November 2018. The directory includes organisations certi-
fied by JAS-ANZ-accredited Certification Bodieg® and thus features certified companies from
multiple countries. All non-public companies were filtered out, which resulted in 84 certifi-
cation events. For the remaining ones, additional corporate and financial information was
downloaded from S&P Capital IQ). Excluding companies for which such information could
not be found resulted in a usable sample of up to 76 events, out of which 18 ones relate to
parent /holding companies, and 58 to certifications of subsidiaries, respectively. These events
mainly constitute newly awarded certificates. Different sample sizes across event windows
are due to missing financial data points. Table [3| shows that most (re-)certificates were
awarded to companies headquartered in Australia (17) and Japan (14).

3.3 Combined Regression Sample

In order to further analyse potential firm and market characteristics influencing whether an
investment in security standards is perceived favourably or unfavourably by market partici-
pants, a combined sample was constructed. Following the main analysis of Cyber Essentials

"http://www.jas-anz.com.au/our-directory/certified-organisations
Shttp://www.jas-anz.com.au/about-the-jas-anz-register
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Table 4: Combined Regression Sample

Model Model 1 Model 2 Model 3 Model 4
Variable Min Mean Max Min Mean Max Min Mean Max Min Mean Max
Number of observations 219.00 219.00 217.00 198.00

CAR [-2, 2] -13.32 0.25 2776 -13.32 0.25 2776 -13.32 0.24 2776 -13.32 0.27 27.76
Time (days) 0.00 1,110.20 1,613.00 0.00 1,110.20 1,613.00 0.00 1,108.00 1,611.00 20.00 1,114.00 1,611.00
Commercial and Professional Services (n) 50.00 50.00 50.00 50.00
Consumer Services (n) 7.00 7.00 6.00 6.00
Distributors (n) 6.00 6.00 6.00 6.00

Financial services (n) 31.00 31.00 31.00 13.00
Healthcare (n) 2.00 2.00 2.00 2.00
Industrials (n) 46.00 46.00 46.00 46.00

IT (n) 48.00 48.00 47.00 47.00

Real Estate (n) 9.00 9.00 9.00 9.00
Transportation (n) 12.00 12.00 12.00 12.00

Utilities (n) 8.00 8.00 8.00 7.00

CE (n) 145.00 145.00 144.00 130.00

Log (total assets USDm) 1.97 8.58 14.70 1.97 8.58 14.70 1.97 8.58 14.70 1.97 8.42 13.90
Log (avg. daily volume) -5.16 0.10 5.04 -5.16 0.04 4.14
Log (avg. PBV) -1.11 1.15 3.22 -0.41 1.26 3.22
Positive EBITDA Growth (n) 97.00
Australia (n) 16.00 16.00 15.00

Austria (n) 1.00 1.00 1.00

China (n) 2.00 2.00 2.00

Denmark (n) 1.00 1.00 1.00

France (n) 1.00 1.00 1.00

Germany (n) 1.00 1.00 1.00

Hong Kong (n) 1.00 1.00 1.00

India (n) 9.00 9.00 9.00

Ireland (n) 4.00 4.00 4.00

Israel (n) 1.00 1.00 1.00

Japan (n) 14.00 14.00 14.00

Lebanon (n) 1.00 1.00

Netherlands (n) 1.00 1.00 1.00

Nigeria (n) 1.00 1.00

New Zealand (n) 2.00 2.00 2.00

Oman (n) 1.00 1.00

Poland (n) 1.00 1.00 1.00

Qatar (n) 1.00 1.00 1.00
Singapore (n) 1.00 1.00 1.00

South Africa (n) 2.00 2.00 1.00
Switzerland (n) 2.00 2.00 2.00

UAE (n) 1.00 1.00 1.00

UK (n) 143.00 142.00 128.00

USA (n) 9.00 8.00 8.00
Vietname (n) 2.00 2.00 2.00

(Plus) and ISO/IEC 27001 certifications, the two samples including the computed abnormal
returns (see Section 4| below) were merged. Additionally, the following variables were down-
loaded from SE&P Capital 1Q: primary industry; total assets in USD million as per the most
recent annual report prior to the certification event date; one-year-average daily volume of
shares traded in millions of shares; one-year-average price-to-book ratio; and earnings before
interests, tax, depreciation, and amortisation (EBITDA) as per the two most recent annual
reports prior to the event date. Table |4] shows descriptive statistics for the variables used
in the subsequent regression analysis. Note that the sample size decreases when including
EBITDA growth due to data unavailability. Banks do not report EBITDA as their business
model renders the figure meaningless.

4 Methodology

In this section we describe the methodology applied to our samples of cyber security stan-
dards certifications and illustrate one example for the analysis of abnormal returns following

10



Cyber Essentials certifications.

4.1 Analytical Procedure: Abnormal Returns Analysis

To establish abnormal stock price reactions following Cyber Essentials (Plus) and ISO/IEC
27001 certification events, standard event study methodology [35-H39] was applied. Event
studies can be considered the standard methodology to quantify immediate market reactions
to news in the context of cyber security economics [40H42,51]. As rational market participants
in efficient markets swiftly adjust their expectations of future cash flows, immediate market
responses upon news reflect an assessment of current corporate activities’ effect on future
performance.

Share prices for all firms in the two samples were obtained from S&P Capital IQ). Daily
returns were defined as

price;

-1 (1)

Here, price;, is the share price of firm 7 on day ¢t. For each certification event, n, expected
returns were established using a one-factorial market model based on Sharpe’s [70] single-
index model’] regressing individual firms’ stock returns on the respective country’s broad
indexFE] over the estimation window of 252 trading days. Using the market model, which
assumes a linear relationship between stock return and market return, is common within the
field of IT and information security investments [44},51].

Event-specific coefficients were established via ordinary least square (OLS) regression.
For each event, daily abnormal returns were defined as

Price; 1

AR;y = Riy — E(Riy)

2
=R — (a; + BiRpmy + €) @)

Here, AR;; denotes the abnormal return in security 7 on day ¢, R;,; the actual return in
security i on day t, and E(R;;) the expected return for security i on day t. The coefficient
«; is the average stock return unrelated to market movements, [3; is the stock’s sensitivity
to returns of the index (defined as the covariance between the return of the stock and the
return of the index divided by the variance of the index), R,,; is the daily return on the
index, and ¢; is an unsystematic prediction error with an expected mean of zero.

Cumulative abnormal returns are defined as

trr

CAR;[tr,ti] =) ARy, (3)

t=tr

Here, CAR; [tr,t;7] denotes the event-specific cumulative abnormal returns and t; and ¢,
denote the beginning and end of the event window, respectively. To account for differences

9Sharpe’s single-index model is theoretically grounded in fundamental financial theory laid out by
Markowitz’s Modern Portfolio Theory |71] and the work by Sharpe [72], Lintner [73], Treynor |74], and
Mossin [75], respectively, which led to the formulation of the Capital Asset Pricing Model (CAPM).

10A list of all indices used can be obtained from the authors upon request.
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in Cyber Essentials (Plus) certification dates across the sources, as well as for likely infor-
mation leakage prior to the public announcement of a corporate event [49,76,77], we include
market reactions of up to three trading days prior to the certification date in the analysis.
Specifically, t; — the start of an event window — is either the trading day three ¢_3 or two
t_o days prior to the certification date. Long event windows allow for a delay in market
participants’ correctly assessing and pricing in a new piece of information and may enable
the respective event information to substantiate (e.g. the certified firm might fend off a large-
scale cyber-attack more effectively than competitors, or it might win a government contract
it would otherwise not have gained). However, as longer event windows increase the risk
of including confounding events’ share price impacts [76], we chose to analyse short event
windows of up to two post-event days.

Hence, to measure short-term market reactions, event window end dates t;; were set to
include the certification date, one, and two days following the certification date, respectively.
The event windows are in line with those used in previous studies [23,/49]. The timeline below
illustrates estimation, event, and post-event windows’ durations.

Estimation window Event window
— Li1)42)+3
t_255 t—4 75—3|— t0|+1|+2
Start estimation Start event wzgdow Post event wzndow
End estimation event window

The reasoning for centring our study on the certification date, as opposed to the date of
the announcement that a certification has been or will be pursued, is as follows. Although
there might be stock market value implications stemming from the implementation of security
standards prior to the official announcement [49], we conjecture that the official certification
date constitutes the substantiation of actually being compliant with the respective standard.
That is to say that only once an official certification body has independently and publicly
announced that an organisation is certified according to a particular standard, potential
customers can factor the certificate into their purchasing decisions. Consequently, only
then may analysts, investors, and other market participants adjust their future cash-flow
expectations and stock-price estimations accordingly. Similarly, market participants are
likely to recognise breach probability and cost reduction potentials only after certifications
have been officially granted by the respective bodies. Hence, it is reasonable to expect
reductions in information asymmetries vis-a-vis information security capabilities (and thus
positive share price reactions [78]) only after compliance with security standards has been
conclusively established.

To mitigate the potential effect of outliers and to increase robustness, an additional
measure of abnormal returns was introduced by winsorising cumulative abnormal returns
in each of the two samples’ event windows at the 0.15 level at each tail. To examine the
statistical significance of unexpected share price behaviour following information security
certifications, two-sided t-tests on all CARs’ and winsorised C'ARs’ means were performed
to establish whether the population mean is significantly different from zero. Given the
skewed distribution of individual event-specific C'ARs, non-parametric tests are likely to
provide more reliable inferences in addition to parametric tests [39], and are commonly used
in related literature (e.g. [9,51]).
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Accordingly, two additional non-parametric tests were conducted. First, sign tests on
all event windows’ C'ARs were performed to test whether the actual proportion of positive
or negative cumulative abnormal returns to total number of observations exceeds the ex-
pected proportion. In line with MacKinlay [39] and the random walk hypothesis [34], the
expected proportions were set at 0.5, which resembles an equal chance of obtaining positive
or negative abnormal returns in a given period of time. The test statistics, positive ratio
and negative ratio, were computed by dividing the number of events with positive or neg-
ative cumulative abnormal returns by the total number of observations in the respective
subsample. Second, two-sided Wilcoxon signed-rank tests under the null hypothesis that the
one-sample Hodges-Lehmann-type pseudo-median is equivalent to zero were performed on
all samples [79,80]. The parametric ¢t-tests and non-parametric Wilcoxon signed-rank tests
are non-directional to account for the fact that ex-ante it is not unambiguous whether the
successful certification with a cyber security standard might be associated with any abnormal
returns at all, not to mention the potential direction of such returns. Moreover, two-tailed
testing can be considered more prudent and conservative (see, for example, [81]).

4.2 Illustration of Abnormal Returns Analysis

Consider the following example.

Capita plc had a Cyber Essentials re-certification in one of its subsidiaries, Capita Busi-
ness Services Ltd (CBSL), on 06/12/2017 (the event date). Expected returns were modelled
by regressing Capita plc’s stock returns on the FTSE 350 during the period of time from
02/12/2016 to 30/11/2017. We estimate the event-specific 8 and « to be 0.49 and -0.0005,
respectively. This implies that Capita plc’s stock is substantially less volatile than the market
(8 < 1) and that the firm’s share price underperformed relative to the market (a < 0).

As noted earlier, we assume that the efficient market hypothesis holds in its semi-strong
form. Hence, analysts, investors and other market participants follow Capita plc and become
aware of the Cyber Essentials re-certification. The following stock market reaction upon the
completion of the security standard certification is due to market participants changing their
future cash flow estimations. Consider, for instance, the event day itself. On 06/12/2017,
the FTSE 350 returned 0.195%. According to Formula 2, the expected return on Capita
ple is 0.039%. The actual stock return on the day was 0.787%, which leads to an abnormal
return of 0.748%. By following this procedure over multiple trading days before and after
the event day, and summing the respective daily abnormal returns, we compute a cumulative
abnormal return of 4.129% for the event window [—3, 2].

4.3 Analytical Procedure: Regression Analysis

To establish characteristics potentially affecting the perception of cyber security investments
and hence abnormal returns as measured in our study, we examined eight variables in a sub-
sequent regression analysis. In line with previous studies [23,/49/51,53] we considered the
timing of an investment, the industry group in which a firm primarily operates, the type of
certification, firm size, and growth potential. These characteristics can carry relevant im-
plications about governance structures, I'T maturity, and information asymmetries between
the firm and its investors. Additionally, we also considered the country in which a firm is
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located, its stock liquidity, and its EBITDA growth. The country in which a firm is head-
quartered defines the legal environment in which it operates. Stock liquidity is an indicator
of how efficiently new pieces of information, such as certification news, can be incorporated
into the stock price. Investors in a firm with negative EBITDA growth may be inclined to
favour other types of investment of cyber security investments.

Timing of the investment is a relative measure and defined as the number of days passed
since the first event date in the sample (24/06/2014). The 59 industries in which firms
primarily operate were clustered into 11 industry groupsE]. Certification type was coded as a
dummy variable (equal to 1, if the respective event is a Cyber Essentials (Plus) certification).
Firm size is the natural logarithm of a firm’s total assets in USD million as per the most
recent annual report prior to the certification. Growth potential was computed as the natural
logarithm of a firm’s one-year-average price-to-book ratio (PBV, share price divided by
book value per share), whereby a PBV greater than 1 implies that investors are valuing
the respective firm higher than its net assets’ worth. Liquidity was defined as the natural
logarithm of the one—year—average[:f] daily volume of shares traded in millions of shares.
EBITDA growth is a dummy variable (equal to 1, if the EBITDA reported in the most
recent annual report prior to the investment is greater than the EBITDA reported in the
previous financial year).

In the first regression model, we examine the effect of timing, industry group, certification
type, and firm size on abnormal returns following Cyber Essentials (Plus) and ISO/IEC 27001
certifications. In subsequent models, we add headquarters country, stock liquidity, growth
potential, and EBITDA growth to the model. Coefficients were established via linear OLS
regression. Across all models, the dependent variable are the post-certification event-specific
cumulative abnormal returns in the event window [—2,2]. The full model including all
variables is defined as

CAR[_39 = Bo + BiTime + BoIndustryGroup + BsCertificationType + B4 FirmSize
+ BsStock Liquidity + BsGrowthPotential + f; EBIT DAGrowth + BsCountry
(4)

5 Empirical Results

5.1 Overview

In this section we present the results of our analysis. Specifically, we analyse whether cumu-
lative abnormal returns following security standards certifications are significantly different
from zero by means of three statistical tests. Subsequently, we examine firm and market
characteristics potentially affecting the direction and magnitude of abnormal returns.

We present all three statistical tests’ results for both security standards and both outlier
treatment approaches in the following order: Cyber Essentials (Plus) untransformed cumu-
lative abnormal returns, Cyber Essentials (Plus) winsorised cumulative abnormal returns,
ISO/IEC 27001 untransformed cumulative abnormal returns, and ISO/IEC 27001 winsorised

1A list detailing the industry clustering process can be obtained from the authors upon request.
120ne year, starting on the respective event day, ending 365 days before the event date.
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Table 5: Cyber Essentials (Plus) — Untransformed

Event Pseudo

window n M Mdn t Dbt PosRat PSign Mdn Pwilcoxzon
[-3,0] 145 0.751 0.091 2.138 0.034™ 0.545 0.159 0.257  0.152
[-3,2] 145 1.056 0.201 2.545 0.012"° 0.545 0.159 0.351 0.110
[-2,1] 145 0.591 0.087 1.938 0.055°  0.531 0.253 0.141 0.439
[—2,2] 145 0.749 0.346 2.084 0.039"° 0.545 0.159  0.262 0.224

9

Note: *** p < 0.01; ** p < 0.05; * p < 0.1; n = sample size; M = sample mean; Mdn = sample median;

t = test statistics t-test; py = p-value t-test; PosRat = positive ratio sign test; pgign = p-value sign test;
PseudoM dn = pseudo-median Wilcoxon test; pwiicozon = p-value Wilcoxon test. Mean and median
cumulative abnormal returns are in percentage. t-tests and Wilcoxon signed-rank tests are two-sided,
testing the alternative hypothesis that the population mean is different from zero and that the population
pseudo-median is different from zero, respectively. Sign tests are one-sided, testing the alternative
hypothesis that the positive ratio is greater than chance (0.5).

cumulative abnormal returns. In each table, two-sided ¢-test, one-sided sign test, and two-
sided Wilcoxon signed-rank test results are shown for four event windows, which cover the
event day, as well as up to three trading days prior to and up to two trading days following
a certification date. Within each table, from left to right, the columns indicate the event
window under consideration, the number of certification events in the respective event win-
dow, the sample mean and median, and test statistics and associated p-values for t-tests,
sign tests and Wilcoxon signed-rank tests. Statistical significance is accepted at p-values
below 0.05; statistical trends at p-values of less than 0.1 are also discussed.

In Section[5.4] we present results obtained from the regression analysis. Abnormal returns
in the event window C'AR[—2, 2] are defined as the outcome variable across all models. Each
regression model includes different sets of regressors. Model (1) examines timing, industry
group, certification type, and firm size. Model (2) also includes the country in which a firm is
headquartered. Model (3) additionally considers stock liquidity and growth potential. In the
full model (4), we also add EBITDA growth. For each model and regressor, the estimated
coefficients are shown, with standard errors in parentheses.

Overall, we find that the award of Cyber Essentials (Plus) certificates is associated with
economically and statistically significant positive abnormal returns. In contrast, ISO/IEC
27001 certificate awards are coherently associated with economically and statistically signif-
icant negative abnormal returns. The regression analysis demonstrates limited positive rela-
tions between abnormal returns and time, Cyber Essentials certificates, firm size, and firms
headquartered in Nigeria, respectively. The models also reveal limited negative associations
between abnormal returns and Financial Services, Industrials, and IT firms, respectively.

5.2 Cyber Essentials (Plus)

Table [5| presents the analysis of untransformed abnormal returns following Cyber Essen-
tials (Plus) certifications. The t-test results almost unanimously show that C' AR scores are
statistically significantly different from zero with positive mean C'ARs across all four event
windows. For instance, the mean CAR[—3,2] is 1.06% (n = 145,p = 0.012), which is also
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Table 6: Cyber Essentials (Plus) — Winsorised

Event Pseudo

window n M Mdn ¢ Pt PosRat Psign Mdn Pwilcozon
[-3,0] 145 0.298 0.091 2.334 0.021"° 0.545 0.159  0.337  0.023"
[-3,2] 145 0.304 0.201 2.023 0.045" 0.545 0.159  0.312  0.046"
[—2,1] 145 0.063 0.087 0.499 0.619 0.531  0.253  -0.007  0.976
[—2,2] 145 0.198 0.346 1.285 0.201 0.545 0.159  0.146  0.128

economically significant. Only the mean C' AR of the four-day event window [—2, 1] suggests
merely a statistical trend of C'ARs being statistically significantly different from zero. It can
also be observed that mean C'ARs become more positive over time, i.e. the longer event
windows [—3,2] and [—2,2] are associated with greater abnormal returns than the event
windows [—3,0] and [—2, 1] are.

The non-parametric tests do not support initial indications as provided by the para-
metric ¢-test. In absolute terms, all sign tests’ positive ratios are greater than 50%, which
means that more than half of all Cyber Essentials (Plus) certification events are coherently
associated with positive cumulative abnormal returns. However, no sign test provides suf-
ficient evidence to reject the null hypothesis that the actual proportion of positive C'ARs
statistically significantly exceeds chance. Interestingly, there is almost no change in positive
ratios and associated p-values across the event windows, indicating that abnormal returns
in a given firm are coherently positive or negative over time.

Similarly, the non-parametric Wilcoxon signed-rank test does not provide further evi-
dence for the presence of positive abnormal returns following Cyber Essentials (Plus) cer-
tifications. For untransformed C'ARs, the two-sided test results indicate that CARs are
not statistically significantly different from zero during the four considered event windows,
although all (pseudo-)medians are substantially positive.

The analysis of winsorised abnormal returns following Cyber Essentials (Plus) certifica-
tions is shown in Table [6] Mean and median winsorised C'ARs are positive across all event
windows. For a given event window time frame, winsorised mean C'ARs tend to be lower
than untransformed mean C'ARs, which can suggest the presence of outliers featuring strong
positive market reactions subsequent to security certification events. Notwithstanding the
lower magnitude of winsorised mean C'ARs scores, their ¢-tests corroborate initial observa-
tions for untransformed scores. After reducing the impact of outliers, the four- and six-day
event windows starting at [—3] continue to exhibit statistically significant positive mean
CARs. For instance, the winsorised mean C AR[—3,2] is 0.30% (n = 145,p = 0.045). The
aforementioned observation that abnormal returns increase over time also holds in the case
of winsorised scores.

As winsorising does not alter the number of positive event-specific C'ARs, the positive
ratio and sign test results remain unchanged relative to the untransformed figures.

The non-parametric Wilcoxon signed-rank test for winsorised C'ARs provides evidence
in support of the hypothesis that certification events are followed by significant abnormal
returns. Following the outlier treatment, C ARs in the event windows [—3,0] and [—3, 2]
appear to be statistically significantly different from zero and positive. For instance, the
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Table 7: ISO/IEC 27001 — Untransformed

Event Pseudo
n M Mdn t D NegRat PSign Mdn Pwilcozon

[-3,0] 76 -0.875 -0.374 -2.077 0.0417  0.671 0.002""  -0.643  0.056"
[-3,2] 74 -1.165 -0.921 -2.324 0.0237  0.703 <0.001"" -0.901  0.020"
[—2,1] 75 -0.449 -0.440 -1.562 0.123 0.667 0.003"" -0.377  0.186
[-2,2] 75 -0.795 -0.704 -2.064 0.043"  0.693 0.0017"  -0.640  0.054"

Note: *** p < 0.01; ** p < 0.05; * p < 0.1; n = sample size; M = sample mean; Mdn = sample median;

t = test statistics t-test; p, = p-value t-test; NegRat = negative ratio sign test; pgign = p-value sign test;
PseudoM dn = pseudo-median Wilcoxon test; pwiicozon = p-value Wilcoxon test.

Mean and median cumulative abnormal returns are in percentage. t-tests and Wilcoxon signed-rank tests
are two-sided, testing the alternative hypothesis that the population mean is different from zero and that
the population pseudo-median is different from zero, respectively. Sign tests are one-sided, testing the
alternative hypothesis that the negative ratio is greater than chance (0.5).

winsorised median CAR[—3,2] is 0.20% (n = 145, p = 0.046).

5.3 ISO/IEC 27001

Test results concerning abnormal returns following ISO 27001 certifications presented in
Tables [7] and |8 provide a more unified picture as both parametric and non-parametric C ARs
are significantly negative. Table [7| displays test results for untransformed abnormal returns.

All mean C'ARs are negative across all four event windows. T-test results indicate that
mean C'ARs in all but one event window are statistically significantly different from zero.
For instance, the mean CAR[—3,2] is -1.17% (n = 74,p = 0.02), which is also economi-
cally material. Mean C'ARs following ISO 27001 certifications become more negative with
increasing event window lengths, i.e. mean C'ARs in event windows [—3, 2] and [—2, 2] are
more negative than the CARs in event windows [—3, 0] and [—2, 1], respectively.

Sign test results confirm the ¢-test results. Negative ratios range from 0.67[—2, 1] to
0.70[—3, 2], with p-values indicating that in every considered event window, negative C'ARs
are statistically significantly more likely to occur than by mere chance.

Median C'ARs are also negative for all event windows and range between -0.37% [—3, 0]
and -0.92% [—3, 2]. Wilcoxon signed-rank test results for untransformed C' AR scores indicate
that the true median C' AR in the event windows [—3, 2] is indeed different from zero (n =
74,p = 0.02). For the event windows [—3,0] and [—2,2], we find strong statistical trends
suggesting that the true median C'AR is materially negative in these event windows as well.

Statistical test results for winsorised abnormal returns following ISO 27001 certifications
are shown in Table [§ and strongly support inferences drawn from the prior analysis of
untransformed abnormal returns.

All winsorised mean C'ARs are negative across event windows. In each event window,
winsorised mean C'ARs are slightly less negative than untransformed C'ARs. T-tests on
winsorised C'ARs uniformly support the notion that the population mean is negative and
statistically significantly different from zero. For instance, the winsorised mean C'AR[—3, 2]
is-1.17% (n = 74, p = 0.001), which is also strongly economically significant. Again, negative

17



Table 8: ISO/IEC 27001 — Winsorised

Event Pseudo

window " M Mdn t Pt NegRat Psign Mdn Pwilcozon
[-3,0] 76 -0.687 -0.374 -3.069 0.003""  0.671 0.002°"  -0.748  0.012"
[-3,2] 74 -0.935 -0.921 -3.475 0.0017° 0.703  <0.001"" -1.043  0.002""
[—2,1] 75 -0.438 -0.440 -2.385 0.020"  0.667 0.003""  -0.517  0.066"
[-2,2] 75 -0.653 -0.704 -2.857 0.006""  0.693 0.001"" -0.678  0.0117

abnormal returns become more substantial over time.

Mitigating outliers through winsorising does not alter the number of negative event-
specific CARs, hence the negative ratio and sign test results remain unchanged relative to
the untransformed figures.

Winsorised median C'AR scores also remain unchanged relative to the untransformed
figures and are hence negative across all event windows. After mitigating the effect of outliers,
the Wilcoxon sign-ranked test results indicate that winsorised C'AR scores reveal an even
greater tendency to be statistically significantly different from zero than their untransformed
counterparts. Specifically, the true median C'ARs in the event windows [—3, 0], [—3, 2], and
[—2,2] appear to be statistically significantly different from zero. For the event window
[—2, 1] we find a strong statistical trend suggesting that the true median C' AR is materially
negative in this event window as well.

5.4 Regression Analysis

Table |§| presents the regression analysis results. Only model (1) is overall-significant as per
the F-Test of Overall Significance. The model reveals a statistically significant and negative
association between abnormal returns in the event window C'AR[—2,2] and the Financial
Services, Industrials, and I'T industries. There is also limited statistical evidence suggesting
a positive relation between the abnormal returns and time, Cyber Essentials certificates, and
firm size. In models (2) to (4), the empirical effect of the three aforementioned industries
persists, although less pronounced. In these models, the negative effect of firms primarily
operating in the I'T industry merely becomes a statistical trend. The same holds for model
(4) and the Financial Services industry’s effect. Surprisingly, none of the countries apart from
Nigeria (in models (2) and (3)) display a statistically significant effect on abnormal returns.
According to these models, firms headquartered in Nigeria are associated with more positive
abnormal returns following investments in security standards.

5.5 Summary

Overall, the evidence regarding Cyber Essentials (Plus) certifications is mixed. T-tests of
untransformed C'ARs suggest the presence of positive abnormal returns significantly dif-
ferent from zero across all event windows. However, these results are not supported by
non-parametric tests. When mitigating the influence of outliers, significant and positive ab-
normal returns appear to be present in the event windows [—3,0] and [—3, 2] as per t-tests
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Table 9:

Regression Results

Dependent variable:

CAR[-2,2]
(1) (2) 3) (4)
Time 0.001* 0.001 0.001 0.001
(0.001) (0.001) (0.001) (0.001)
Industry dummies included Yes Yes Yes Yes
Selected coefficients shown
Financial services —2.359** —2.718** —2.894** —2.845*
(0.937) (1.036) (1.195) (1.492)
Industrials —2.414** —2.656*** —2.727** —2.791*
(0.812) (0.851) (0.923) (0.972)
1T —1.978* —1.958* —2.025* —1.963*
(0.882) (0.994) (1.049) (1.093)
Certification Type 1.149* 4.377 4.314 4.353
(0.650) (3.241) (3.302) (3.434)
Firm Size 0.267* 0.189 0.408 0.432
(0.145) (0.166) (0.295) (0.329)
Stock Liquidity —0.272 —0.307
(0.318) (0.352)
Growth Potential 0.161 0.102
(0.454) (0.514)
EBITDA Growth —0.090
(0.663)
Country dummies included No Yes Yes Yes
Selected coefficient shown
Nigeria 8.693** 9.476**
(4.264) (4.425)
Constant —2.864 —2.616 —4.256 —4.155
(1.803) (2.088) (2.918) (3.193)
Observations 219 219 217 198
R? 0.103 0.166 0.170 0.160
Adjusted R? 0.051 0.001 -0.007 -0.027

Residual Std. Error

3.964 (df = 206)

4.068 (df = 182)

4.101 (df = 178)

4.226 (df = 161)

F Statistic 1.978% (df = 12; 206) 1.006 (df = 36; 182) 0.962 (df = 38; 178) 0.854 (df = 36; 161)

Note: *p<0.1; *p<0.05; **p<0.01
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and Wilcoxon signed-rank tests. This leads us to consider, in this case, that the main hypoth-
esis — the completion of security standards is associated with significant abnormal returns
— to be only partially supported. We deduce that Cyber Essentials (Plus) certifications can
be associated with significant positive abnormal returns.

In contrast, we find strong evidence suggesting a negative association between ISO/TEC
27001 certifications and short-term stock market returns. Negative untransformed and win-
sorised mean C'ARs can be observed across all event windows. Together with ¢-tests suggest-
ing statistically significant deviance from zero, this demonstrates that, on average, ISO/IEC
27001 awards are followed by negative market reactions. Both non-parametric tests corrobo-
rate these t-test results substantially. Consequently, we consider, in this case, that our main
hypothesis — the completion of security standards is associated with significant abnormal
returns — to be fully supported.

In summary, we find that completed investments in information assurance standards elic-
its statistically significant stock market reactions. Surprisingly, the results for the two types
of certificates point in diametrically opposed directions: the completion of Cyber Essentials
(Plus) certifications can increase a firm’s share price, whereas becoming compliant with the
ISO/IEC 27001 standard is likely to diminish a firm’s market value. The subsequent regres-
sion analysis only contributes a limited amount of additional insights to the counterintuitive
results. We find that Financial Services, Industrials, and IT firms are negatively associ-
ated with abnormal returns, whilst Cyber Essentials certificates, time, and firm size have a
positive impact on C ARs[—2,2].

6 Discussion

Our literature review revealed an absence of a consensus as to whether security investments
create value as indicated by significant positive abnormal returns. Moreover, we find anti-
thetic evidence suggesting that security investments might indeed be associated with negative
future cash flows and thus negative abnormal returns. In any case, we expect investors, an-
alysts, and other market participants to alter their future cash flow expectations following
investments in holistic security standards. If these economic agents expect future economic
benefits stemming from the investment to be greater than the associated costs, share prices
will increase following successful security certifications. On the other hand, if stock mar-
ket participants anticipate initial and follow-on costs associated with the investment to be
greater than future benefits, share prices will decrease following successful security certifi-
cations. Accordingly, we hypothesised that the certification of a firm with a cyber security
standard is associated with significant abnormal returns. To investigate our hypothesis we
gathered data on two different types of information security standards and conducted an
event study to examine the immediate impact of a security investment on stock prices and
thereby the respective firm’s market value. We consider the results of Section [5| below.

6.1 Cyber Essentials (Plus)

The data analysis showed that investing into Cyber Essentials (Plus) certifications resulted
in abnormal returns of up to 1.06% over the six-day period starting three trading days prior
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to the certification date and ending two trading days afterwards. Positive abnormal returns
following these certifications are statistically significant according to parametric tests. Win-
sorised abnormal returns corroborate the finding and also indicate statistical significance
according to the non-parametric Wilcoxon signed-rank test. Market reactions following Cy-
ber Essentials investments are thus in line with previous studies [23,/51]. The significant
positive abnormal returns following Cyber Essentials certifications indicate that investors
expect economic benefits of the investment to outweigh associated costs (i.e. more posi-
tive cash flows). Potential reasons for stock market participants’ positive re-valuation of
firms may include their believe that becoming Cyber Essentials-compliant can reduced fi-
nancial penalties and losses associated with data breaches, enhance reputation, elicit greater
revenues, and facilitate business process improvements.

It is worth reiterating that compliance with the Cyber Essentials programme is necessary
to bid for “government contracts which involve handling of sensitive and personal information
and provision of certain technical products and services” [82]. It is plausible to assume
that investors pay particular attention to the fact that only certified firms are allowed to
bid for particular UK Government contracts, and that there is thus a direct positive cash
flow component to becoming Cyber Essentials-compliant. This conjecture is echoed by the
finding that security investments with commercial exploitability are associated with greater
abnormal returns than those exclusively intended for security improvements [23,[50]. In
fact, the types of industries predominantly present in our sample (Human Resources and
Employment Services and Aerospace and Defence) suggest that firms aspiring to comply with
the Cyber Essentials programme mainly do so to become and/or remain UK Government
suppliers. Our sample might hence be biased due to this self-selection process.

Firms operating within the Human Resources and Employment Services industry by
definition handle personal information, whilst those active in the Aerospace and Defence
industry naturally provide technical products and services of high relevance to government
customers. Whilst it is difficult to link changes in financial performance directly to security
standards certifications — as such strategic decisions do not take place in isolation and
cannot be analysed ceteris paribus — it is unambiguous that absence of Cyber Essentials
certifications prohibits firms from bidding for certain government contracts, and some firms
might find it difficult to operate profitably without winning these contracts.

Consider, for example, British company G4S plc. The company, inter alia, provides
prison and airport security services, and engages in other high-level security tasks for the
UK Government. As a public services outsourcing company;, it is highly dependent on govern-
ment contractﬂ. Being compliant with a security standard required to bid for government
contracts is a necessity for such firms, which are thus highly incentivised to pursue the re-
spective certification. Once a firm such as G4S becomes (re-)certified according to Cyber
Essentials standards, it can expect greater future revenues relative to hypothetical future
revenues without being compliant to the information security standard. Market participants
are likely to expect that additional revenues generated by firms known to be government
suppliers/contractors exceed associated security certificate investment expenses. Such in-
vestors would in turn highly appreciate firms pursuing Cyber Essentials certifications, and
hence acknowledge security standards certifications with greater share prices, resulting in

Bhttps://www.ft.com/content/daeala2e-4496-11e9-b168-96a37d002cd3
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positive abnormal returns. Anecdotally, this can indeed be observed for G4S plc. The firm’s
Cyber Essentials certification events, elicit an average C AR[—2, 1] of 2.08%.

Additionally, our Cyber Essentials (Plus) sample does not differentiate between new cer-
tifications, initial subsidiary certifications, follow-on certifications of the entire organisation,
and mandatory later re-certifications. Positive mean abnormal returns found in our sample
might thus stem from the fact that market participants deem follow-on company-level certi-
fications and re-certifications economically reasonable as they allow for a (continuous) ability
to bid for UK Government contracts without necessitating substantial new investments in
IT controls.

Overall, in light of the security and firm value benefits, from a security executive’s per-
spective, it makes economic sense to invest in becoming Cyber Essentials (Plus) certified.

6.2 ISO/IEC 27001

On the contrary, our ISO/TEC 27001 analysis reveals that the certification is coherently
associated with significant negative abnormal returns of up to -1.16% over the six-day pe-
riod starting three trading days prior to the certification date and ending two trading days
afterwards. Negative mean abnormal returns persist across all event windows and are sta-
tistically significant according to both parametric and non-parametric tests in both outlier
treatment approaches. These statistically significant negative returns following ISO/TEC
27001 certifications suggest that market participants expect the security standard to entail
substantial initial and follow-on costs which are not exceeded by savings stemming from
reduced security breach probabilities and costs. Anticipating follow-on costs to be greater
than those associated with the Cyber Essentials programme is reasonable. Whilst both se-
curity standards function as platforms for further investments, the ISO/IEC 27001 standard
features 114 controls, which may necessitate greater costs to maintain and advance.

We identify multiple additional potential reasons for the negative stock market reaction.
First, Jeong et al. [53] argued that the absence of positive market reactions following security
investments can be due to market participants already expecting firms to invest in security.
Investors do not consider news of substantial investments a differentiator, but, rather, a cost
factor. Accordingly, an investment in ISO/IEC 27001 controls might merely be deemed a
compulsory exercise, and it might constitute a negative surprise to investors that a particular
firm has not already made necessary investments before.

Another likely explanation is that market participants do not appreciate the necessity
to invest in cyber security. Szubartowicz and Schryen [55] contend that prior to a security
breach, market participants might consider security investments not worth pursuing and
therefore react negatively upon intended and completed security investments. Therefore,
investors might consider an ISO/IEC 27001 certification — a major long-term investment
endeavour — unnecessary for companies which have not yet experienced a severe security
incidents.

Another important difference to note vis-a-vis our analysis of the Cyber Essentials pro-
gramme is that the sampling process of ISO/IEC 27001 events centred on newly issued
certificates, whereas the Cyber Essentials (Plus) sample contains multiple re-certificates.
Negative market reactions should therefore be viewed as associated with the substantial ini-
tial investment. Accordingly, investors might perceive later re-certifications more positively,

22



as these convey a positive signalling effect regarding the firm’s cyber security capabilities
without necessitating substantial new investments in I'T controls.

As our results contradict those established by an earlier study on market value implica-
tions of ISO/TEC 27001 completions [49], we conjecture that there may be significant regional
differences. Deane et al. [49] demonstrated statistically significant positive abnormal returns
on the U.S. stock market following ISO/TEC 27001 certifications. The divergence might be
caused by different levels of market sophistication and liquidity. The U.S. stock market can
be considered fairly developed and efficient, whereas, for instance, emerging and develop-
ing markets might behave differently. This notion is in line with the finding that, in the
U.S., stock market, participants reacted with even more positive abnormal returns to secu-
rity investments after the introduction of the Sarbanes—Oxley Act, a major accounting and
transparency reform, than before [23]. Moreover, differences between the results obtained for
the Cyber Essentials programme relative to the ISO/IEC 27001 standard can be due to asset
liquidity. FTSE 350 stocks can be considered highly liquid, whereas markets in developing
countries may be too illiquid to react to security investments in a similar manner.

Notwithstanding potential explanations, these results are interesting and potentially dis-
couraging for a security executive contemplating an investment in ISO/IEC 27001 controls.
However, the results neither implicate that (investors believe that) the security controls are
ineffective, nor do they convey information about long-term firm value implications. Regard-
less of the negative short-term abnormal returns, pursuing investments in ISO/IEC 27001
certificates is thus not necessarily economically unreasonable.

6.3 Regression Analysis

The subsequent regression analysis only yields limited additional insights into the counterin-
tuitive results. Only one regression model can be considered overall-significant. Regression
models (2) to (4) are not statistically significant overall due to the introduction of country-
dummy variables. Country-level (and to a limited extend also industry-level) subsamples
are too small to yield substantial insights.

Across all models, we find a persistent negative association between Financial Services,
Industrials, and I'T industries and abnormal returns following security standard certifications.
In the overall-significant model, time and firm size appear to have a small positive impact
on abnormal returns. Additionally, in models (2) and (3), out of all countries, only Nigeria
is significantly and positively associated with post-certification abnormal returns.

The persistent negative association between the three industries and post-certification
abnormal returns merits particular discussion. From the regression results it appears as
though investors in Financial Services, Industrials, and IT firms do not expect reduced breach
costs to outweigh initial and follow-on investment expenses. In the case of Financial Services
and Industrials firms, investors might deem security standards investments to be ineffective
and to require substantial follow-on expenses given the complexity of the firms’ operations,
their large attack surface, and the value of their data. In the case of the I'T industry, market
participants might consider firms inherently experienced in information security matters and
do thus not appreciate (seemingly redundant) investments in the protection of information
confidentiality, integrity, and availability.
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The positive impact of time on abnormal returns elicited by investments in security cer-
tificates suggests that over the course of time, market participants react more favourably
to firms pursuing security standards investments. This might be due to investors, for in-
stance, by increasing media coverage, becoming more knowledgeable about security threats,
associated costs, and the necessity to mitigate them.

The positive coefficient for the variable certification type corroborates earlier findings
discussed above. Cyber Security (Plus) certifications tend to be associated with more positive
abnormal returns than ISO/IEC 27001 certifications.

Firm size’s positive impact on abnormal returns somewhat contradicts previous find-
ings [49], and may be due to market participants expecting economic benefits from security
standards to exceed associated costs at larger firms. The positive impact of size might
also stem from reduced ex-ante information asymmetries. Larger firms tend to be followed
more extensively by analysts and the media, and it is thus likely that larger firms’ security
certification news are disseminated more efficiently.

Nigeria’s positive association with abnormal returns can potentially be interpreted as an
indicator that, in less-mature markets, external certifications carry an even higher relevance
than they do in highly-developed markets.

6.4 Limitations

There are some limitations to our study.

First, the major constraints stem from the methodology used (see [40]). Event studies
can only reliably generate evidence of short-term stock market reactions. Given that security
investments may only prove appropriate in the long-run, the immediate nature of market
reactions might not prove a helpful metric to inform decision-making processes. Moreover,
given the constant stream of new information to be factored in by stock market participants,
there is an abundance of confounding events that may affect organisations’ market value but
are impossible to control for.

Additionally, abnormal returns upon the listing of compliance may only represent a pro-
portion of the overall stock market reaction associated with investments in security stan-
dards. It is indeed likely that the notification of the decision to pursue an investment, the
announcement of having completed an investment, and the actual official listing in a database
all generate discrete changes in a firm’s market value. Accordingly, a negative market re-
action on the certification day may merely offset an initial positive overreaction on the day
of the announcement that a security certificate investment will be pursued. Relatedly, ab-
normal returns across studies are difficult to compare given that other studies (e.g. [49,51])
centre their event studies on announcement dates, whereas we utilise actual certification
dates.

Finally, abnormal returns following Cyber Essentials (Plus) and ISO/IEC 27001 certifi-
cations are difficult to compare on a like-for-like basis as, for example, our sample of Cyber
Essentials events contains re-certifications, whereas the ISO/TEC 27001 analysis focuses on
newly issued certificates.
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7 Conclusions and Future Research

The presence of significant abnormal returns might provide corporate decision makers with
an indication as to how market participants perceive this type of security investment. Conse-
quently, the results of our investigation may inform organisational security budget allocation.
Analysing 145 Cyber Essentials and 76 ISO/IEC 27001 certification events, we find that Cy-
ber Essentials (Plus) certifications are associated with significant positive abnormal returns,
whereas ISO/IEC 27001 certifications are associated with significant negative abnormal re-
turns. The results imply that market participants expect positive cash flows to follow from
Cyber Essentials certifications and diminished cash flows as a consequence of ISO/IEC 27001
investments.

UK-based policy makers might find our study helpful to reduce negative externalities
caused to society by companies not securing their data. Firms which can externalise breach
costs to society are not incentivised to invest in attack deterrence and hence invest more in
damage control than in breach avoidance [20]. Policy makers such as the NCSC might want
to encourage more companies to actively manage cyber risk by investing in Cyber Security
(Plus) controls. Demonstrating positive firm value implications in addition to reduced breach
probability and costs might support such endeavours.

For security executives contemplating investments in ISO/TEC 27001 certificates, the
purpose of this study is not to discourage them from doing so, despite demonstrating the
existence of negative stock market reactions following completed certifications in our sample.
The Information Security Management Systems standard is comprehensive and guided by
security experts and academics. Such holistic improvements of information security are
supposed to reduce future breach probability and costs [49,/69]. Our findings are rather
intended to encourage companies to improve their security communication processes, for
instance, by informing market participants about the advantages of the certification for
their firms. Moreover, firms should pay particular attention to actively managing initial and
follow-on costs associated with the certification.

In future studies, we intend to enlarge our sample and include more events, firms, and
countries to verify the robustness and generalisability of our findings. With regards to the
ambivalent nature of our results, future research should replicate the present study on other
financial markets and take into account other certificates. Furthermore, in an extended
version of the present study, one could also consider re-classifying the timing of certification
events’ occurrence (e.g. considering publications of news items on certifications to be the
event date as opposed to auditors’ award dates).

Additionally, given that our study is primarily of an exploratory nature, in future work,
we aim to expand our initial cross-sectional analysis to dissect factors which contribute to
positive and negative abnormal returns, respectively. First, we aim to extend the thesis that
greater abnormal returns induced by Cyber Essentials certificates are due to the certificate’s
commercial exploitability. Specifically, we intend to analyse whether firms which (continue
to) engage in work for the UK Government are systematically associated with greater ab-
normal returns than those firms which do not seek Cyber Essentials compliance to provide
products or services to the Government.

Our future studies will also focus on the role of regulatory environments, I'T maturity,
and other country-level characteristics. Moreover, we aim to consider additional firm-level
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characteristics such as different governance structures and the timing of investments relative
to security breaches. Relatedly, we discuss multiple potential explanations of our results
which should be tested empirically. Methodologically, future work could also include bi-
nomial /binary logistic regression models to examine variables influencing conditions under
which cumulative abnormal returns tend to be negative. A separate study might also assess
firms which choose not to re-certify and their respective reasons. Another way in which
this current study can be extended is to assess long-term firm value and financial perfor-
mance implications, given that event studies are only designed to measure short-term market
reactions.
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